Mepbl no obecnevyeHuto 6ezonacHocTn MHopmauum

XOoTUM HanoMHUTb BaM O MpaBunax kubepbe3onacHOCTU, KOTopble MOMOoryT
3alMTUTL HalM AaHHble OT yrpo3. loxanyicTa, OyabTe 6AMTenbHbl Npu
paboTe C ONEeKTPOHHOM noyToW. BoOT npocTble pekomMeHOauuum Mo
npenoTBpaLleHnto yrpo3 6e30nacHOCT MHopMaLUN:

1. [lpoBepanTe agpeca 3fEeKTPOHHOM MOYThLI OTNPaBUTENS, AaXe ecnn ums
cOBMaZaeT C U3BECTHbIM KOHTAKTOM.

2. He oTKpblBanTe NMCbMa 1 YaTbl OT HEN3BECTHbLIX OTNPaBUTESNEN.

3. OCTOPOXXHO OTHOCUTECH K NUCbMaM C Npu3blBamMu K AENCTBUAM NN TEMaMU
0 (pyHaHcax 1 yrposax.

4. He nepexognte no ccbifikaM B NMMCbMax, 0COHBEHHO eCn OHU KOPOTKME UK
MCMonb3yT CoKpaLlaTenu.

5. He oTKpbiBanTe BNOXEHUS C NOAO03PUTENbHLIMU paclumpeHusamn (.zip, .js,
.exe U T. 4.) U JOKyMEeHTaMun ¢ Makpocamu.

6. He nopgknioyante HEU3BECTHble BHELWHWE HocuTenn WHQOpMaunn K
KOMMNbIOTEPAM.

7. Wcnonb3ynte HagexHble naponu, cosgaBad WX C HecTaHOapTHbIMU
KOMBUHaUNAMN CUMBOIOB.

[Mpn nonyyeHnn Nogo3puTenbHbIX NMCeM obpaTuTe BHUMAHME:

- 3HakoM N1 BaM OTnpaBuUTeNb?

- MNpwucytcTytoT i URL-cebinkun?

- ECTb N1 BNoXeHWe ¢ paclumpeHnsamu .zip, .js, .exe?

- MpocuT nNn hann BKNIYUTL NOJLAEPKKY MaKPOCOB?

Ecnn ecTb COMHEHNSI 1 XOTb YTO-TO B NMMCbME BbI3bIBAET Y Bac NoA03peHue, 1o
BENuKa BEPOATHOCTb, YTO 3TO (OULLIVHT.

C pononHutenbHoM uHOpMauMen no Teme JIMYHOM WHGOPMALVNOHHOM
H6esonacHoCcTK, B TOM Yncre no aheKTMBHOMY pacno3HaBaHmio OULLNHIOBbLIX
NMMCeM, MOXHO O3HAaKOMUTbLCSH Ha crneayrLmx MHPOPMaLUUOHHBIX pecypcax:

Pasgen «KubepbesonacHoctb — 9TO npoctol» Ha EauHoM noptane
rocygapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHmua B cetn «MHTepHeT» — https://knbep3ox.pd/;


https://www.gosuslugi.ru/cybersecurity
https://киберзож.рф/

